Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

50, will be treated as malpractice.

USN 1SEC744
Seventh Semester B.E. Degree Examlnatwn, Dec.2023/Jan.2024
Cryptograp}hy
Time: 3 hrs. WMaX Marks: 80

Note: Answer any FIVE full questions, choosing ONE full question from each module.

‘Module-1
Briefly define a Ring. : - (08 Marks)
Explain Euclid’s algorithm fox determmmg GCD of two positive integers. Apply Euclid’s
algorithm to find the GCD (24“"140 16762). o (08 Marks)
OR -
In GF(2®) find the. multlphcatlve inverse of x modulo x® + x* + X’ + x + 1 using extended
Euclidean algonthm (08 Marks)

Con51der the. lelowmg polynomlals in GF(28)
fix) =x° +x’ +x*+x+ 1, gx)=x +x+1, m®x)= x® + x* + x>+ x +1. Find f(x) * g(x) mod

m(X) us‘iﬁg binary arlthmetlc (08 Marks)
Module-2

List and briefly define types of cryptanalytic attacks based on what i is known to the attacker.

. (06 Marks)

Define: Brute force attack and computationally sectire encryption. .- (04 Marks)

Encrypt the message .“punctual and attentive” using playfair cipher with a key
“OCCURRENCE”. « ‘ (06 Marks)

4

) y_ o o
Encrypt the message “secure” uslng ill cipher with the key K = [5 7} and also compute

1 a
b.
2 a
b.
3 a
b.
3
4 a
K requlred for decryptlon # (10 Marks)
b. Explam the overall scheme of DES encryptlon with a neat diagram. (06 Marks)

- Module-3
5 a Briefly describe 'mix column transformation. Compute the output of mix column
transformation forthe following sequence of input bytes “67 89 AB CD”. (08 Marks)
b. ' ‘S key expanswn algorithm. (08 Marks)
6 a
b.

Explain the ;

99999

¢ OR

Explain the Galois conﬁguratlon of LFSR. Write a C code for the same. (08 Marks)
Explain the following LESR based keystream generators:

1) Jennings generator

i)  Alternating:stop and go generator. (08 Marks)
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Module-4
State and prove Euler’s theorem. (06 Marks)
Explain the Chinese remainder theorem. (06 Marks)
Represent 973 mod 1813 as a pair of numbers mod 3 (04 Marks)

Explain RSA algorithm. Perform encrypti i and decryption u; mg wRSA algorithm for
p=7,q=11,e=17and M= 8. iy 7 (10 Marks)
Users A and B use the Diffie Hellman key exchange technique w éh % common prime q =71
and a primitive root o = 7. 4
i)  Ifuser A has private key X =5, what is A’s public
ii)  Ifuser B has private ke = 12, what is B’s public®ke;
iiiy What is the shared seCret key? @ (06 Marks)

{&&% &
“y, | gf Module-5
Explain the MD5 algorttﬁm with neat diagrams. - (08 Marks)
Describe Secure Hasl:i Algorithm (SHA) and dlSCllSS its security. (08 Marks)
Descrlbeﬁth ngltal Signature Algorlthm (DSA). (08 Marks)
(08 Marks)
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