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Note: Answer any FIVE full questiong.clt'0'ising ONE fall question,fibm each module.

r a. Briefly define a Ring. .,*,1,i;J'';rModule-l '''l '' 
(08 Marks)

b. Explain Euclid's algorithm'lf;.hruitermining GCD of two positive integers. Apply Euclid's
algorithm to find the GGD.@4\+0, t6l6Z1. *. r. (08 Marks)

2 a. In GF(28) n d,rq*m,T;,,, .,.,r.olr* ; ; x8 + xo + x3 + x + 1 usins extended
Euclidean algof:1$qof" . ,. I (08 Marks)

b. Consider tr,il,rqilbtimg polynomials in cF(?t) ,

{x) = *u,*d"i *' + * + 1, g(x) = x7 + x * I, m(x) : *8 + x' + x3+ x +1. Find (x) * g(x) mod

m(x) usitigbihary arithmetic. (08 Marks)

usNl I I I I I I I I I I ,**4*,

'i:: :]::::::: : " Module-2
a. List and briefly define typqs of cryptanalytic atl:e,,I$&sed on what is known to the attacker.

b. Define: Brute force attae-t@ computationa-ttgffi encryption. +*;i" [3:ffiI[:]
c. Encrypt the messag6'=1,.{}punctual and 

"_d$&'ttve" 
using playfair cipher with a key

"OCCURRENCEj'. .r.: 1i*]& "s.;* (06Marks)
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a. E*ryp,,l$.frressage "r*.d$$irphiu cipher 
I* 

ro. t.v r =[s ,-] *o also compute

fl rp'h,flrcd for decryptioni l,irr, .,'-t"" (10 Marks)

b. Expldinthe overall sch-qffi,ii'f DES encryption With a neat diagram. (06 Marks)

.i:

MoJule-3
{;-=B.i.ny describe. mix column truffiffin. Compute the output of mix column- 

transformatiol Q;the following sfqtpnce of input bytes "67 89 AB CD". (08 Marks)

b. Explain the SES key expansion algoiithm. (08 Marks)
_'a["

F

OR
a. Explain the Galois configLi&tion of LFSR. Write a C code for the same. (08 Marks)

b. nxphin the following {$E based keystream generators:

i) Jennings generator
ii) Alternating $]ofl and go generator. (08 Marks)
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Module-4 ffiffi
,4{ffia 3H7 a. State and prove Euler's theorem. ,* j' - (06 Marks)

b. Explain thi Chinese remainder theorem. .**,%ffi* (06 Marks)

c. Represent 973 mod 1813 as a pair of numbers moO #$fi +1. (04 Marks)

6nnnnnnn;i:11' 

tl'

OR ,;"'...$' d:\

g a. Explain RSA algorithm. Perform encqffi*iqlf and decryption usingr#&SA algorithm for

p:1,q = 11, e =-17 and M = 8. #E* (10 Marks)

b. Users A and B use the Diffie ffeUrngtffexchange technique w$h dcommon prime i,:71
and a primitive root s. = 7. ,.urxh ##' ;h^and a primitive root s.= 7. m hm#' "_*'*i) if ut"t A has private t.Vffik, what is A's publicfrffi?
ii) If user B has private k$ilffi l2,what is B's publiffi'Ys?
1) Ifuser A has private key what is A's public

ii1) What is the shared seffiey? - @ (06Marks)
d{"

Yq o;" 
w

..^# W Module-S *.S
g a. Explain the MD5 algciffi with neat diagrams. -l (08 Marks)

b. Describe Secure Haaff etgorithm (SHA) and, diseuss its security. (08 Marks)

;lt'' ORi
10 a. Describe*t&,g ital Signature Algorithp 1OSA1. (08 Marks)

b. ExplaiExolaurm \
i) ' *-(\rJry,ay Hash tunction ffi" ffi (08 Marks)ii) " 

ffieam cipher MAC. tuffi * *gffi* q-{j,@6" P:&.)w \"
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